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FIhigFWAN IP ) EHe 25

FESFWANRE ) EH e 2/

SIM RYIB/ERE: 7ERCEMIRIEN, FEREFSNOER:, WEE 2G/3G/4G Bitk.
4. 2G/3G/AG MM 4 .
L. 2G/3G/AG ML E N,
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45 ALOTCER AR7088 ROUTER 44 F /It
ORI B R, B Y 2
APN: BN SAFK.
Peg 28R, BB IR R 2G/3G/4G ML HIF R LD .
YRV $5 I FO UG T 20 2 F . MR A2 7 TRk B B2 E 7 5K«

IEfE R | 2G/3GMG-DHCP v |

SIHEYHAES C eo

AP i

= [ | BRES
APN 'ﬁg net

FEES] B v

FEFEATA R | PAP ¢ CHAP

SIM RUI#/EE: TERCENIRH P, BEMRFLEMICIEER:, WEE 2G/3G/4G ik,
4. 2G/3G/AG MM 4 .

F: 2G/3G/4G ML M1

ISR JE IR S IR 56,

APN: A 44K,

PULRRAY. B M E] 2GI3G/AG L% 51| AL 56 2% o

RFBAETL: 35 IVGE T 206 2 R0 MR 12 7S 1 ZERIEBAH B E R 1 77 20

SIS O ER e 2R
T IR
RS E T

SR EBTER: X TDRE T LATR E B th 2R R H i 52 I TR FOF SR Internet
BRI VI BERE A R AR IC B B RRERTCVE IR S B VI 1 55— B
BERRRIE S R ARG B[R] A RRER ORI S IR R A

TR Ping
EERNERSEP 11414114114
HERNERESP www.baidu.com
TEE RN B0
TR | 1R

LRI : XDThEEM TR ppp BEEE 2 AL T H RCRE . R IE 7 I, Bk
H Sk I BE M B AL, — BTN R SEB WOT BCE TR, RYUR B 3 BUFT LA R
R ME AL 72, BB AR L RIS AL T, @A Router #E. J8 ATZIIAERS & H)
—EME. RO =7

PING: Ei/ki% PING ##il, @ikl PING L3k Bl 1 Bl Rk I B % . 6 4% 1X A7
I IEFAC B RE ML, IR PRIZRE EHLIEH U PING HE .
TRACEROUTE: & lI& & TH A Rk hpb B Bt &, AR % i iR [l 5 DA T BE B, 1%
FEXA Ty B A E IR TN, TR ORI RE LB 1

PPP: & IAIABU K, 8 I B SOIR 55 &5 0] 40 GUAS U0 o 2 15 AR 55 4 O BE % Ik
75 2R BRI 5 R 55 s 18] A BRI L, AN REDRAIES T 3800 2% 1] PO BE £

FELRAL I AIRR . i s A 0 P s 1) W o) o 24 T B 3 4o

FELRAL I R UT BB . I SR AETE B CHON 72 2 B W R B R CRE DI e 1) o) — B
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FERS

HEEH Alotcer ]
i |
B (I ]
MTU | B v | 1500
Wan Nat (= EFE ) EH

STP ) BH I 4]

WEBR: EX DT, DU ANRR IR AR

FEWB 54 7] DU X Sk ORI N4 54 o — 28 ISP Gl 2 8] 58 I 2% ISP
FURIRALIX S L FRAR A S0 1500 . EES ISP A& 11 56 5 LB AR 25 o AL E T EHL
XA . ERZHEENT, REZXEERTAHMATLLT

MTU: MTU 812 B RS SRt B AR 5 7 1 B e e LI A 4 P 70V 1) e R 3
FE KA DRFFERNIRBILESE “H3)7, WAKIEREN Internet EHE IR MTU. EiRE
—ANMTU K/h, HESE “F3)7, FHFRAFFRAE (BRINA 15000 . 7RBZ I EIX A MELE
1200 £ 1500 e A .

Wan Nat: M2 HhhEFE T AE . K LAN TR 3% B B0 0s G700 55 AT, 4 U5 b kb 5 46 i
WAN [k, Gk B 28 SMEI Moy, FRORT I 2% B ) v AL

STP: LM i (Spanning Tree Protocol). %W Al B F-3R# k 4%, it — & 1)
SRSEILBRARTUAR RIS 20 S D0 28 A5 BY R TO A B PRI IR FRY IR %, DT ke A 41 SCAE 30 1 D) 28 v
(138 25 R0 G FRAE A

3.3.2 JEMRE

EE —

fiot7 il L2A
SIN-E#{S SiM
SIMEZS

Emmmm
E2iEE -53 dbm
peligden LTE FDD

VAN - FEIZT- B

jEa: sl 2G/3G/4G-DHCP Teten eSS
IEiEAE 32320

1Pt 10.30.126.19

FRHED 255 255 255 248

1z 10.30.126.20

DNS 218.104.128.106 58.22.96.66

FHERIEATE 0 days 01:36:39

R4 AR &2 R R RS HEAE R, AFEIVEE, MKIEERm U ERE -
[ IP ikt A1 DNS 4.

3.3.3 [HiEM

AR 5 2 C B R ) A 2% S 4, T DA SE S et e 1P il AT 5 S B o 2% A 58 1 7 22
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P 192 es 8l 1
FRUED 255/ 255, 25| 0
FHDNS ol 0. 0. 0l (% FOHCPEERIDNS)

VBRI Y R ) 1P ik 7 RS o bk AN AT LA WAN 3k 7E R — B .

73, DNS: DNS k55 4% — s & s A RS54 B sh 70 e, WRIRA H 2 DNS it
Sras i HAMAS E T SER) DNS AR554%, ™LA IX LT 5Ef) DNS fld5 &, Tl
B, HEANERBE.

WANCI 138 AILANDT LI
WAN C4)#4 LAN H: ¥ WAN CIfCE v LAN H# H
R RS2EE (DHCP)
DHCP 281 | DHCP RS v |
DHCP RS OF-ReE"
4efE P4 192.168.8.;‘_:1“{_)_(:!!
B+ DHCPR S I 50,
FRimiR s 1440, 54
$75DNS o, o o o GREFWANDEIUEIEMONS)
BABDNS 2 of of ol o
B7SDNS 3 0l 0 0, 0|
WINS 0L 0 0l 0

DHCP FR%5#8: TEICM A P8t g i, A Hhhbih spis e 2 Fl— > 1P Hhhk2h E 821
&, AIEREA FHE AR DHCP 4545 .

ABLE P Hhbk: ARS548 o Fo bbb R 4 1P

BK DHCP F/¥: M ANE7Y DHCP RS2 AL B Ak IP Hudik. BRAEL
A 50, % 192.168.1.2 Z/RIHLLS IP Huhk, W& KME A 253.

EuRMLAIR R 755 ot IR S5 2% FE B 1P sk AL R ), dnSRE i E T, B
Uity g BB O A IP Huhik, SR HE. B AR FHUER S B AL L. N AP N
RIS TE], Zhd 1P HihE RS, WRE AT 2y, Mk IP £ E 3l A —
NE . BUAREN 1440 20580, K 1 R, v EJEHE 0-99999.

S DNS: SEFL %/ 00 BE P HhE 0 [FI B, 45 %0 7 S 40 B 6] 5 1R s 42 A R, 55 s
k.

WINS: Windows Internet #ir % IR%: (WINS) &Hif—& PC 5 HEM HE).
& WINS 4%, SN ZREE10 1P bk, HNEHFHES .
EiRig iR OF -G8k

DNSMasq BT =

E

RBABFFRY: Pkl a HEE st . 4 B9 dns R [B i hE 2 AN FAA JR 380 Mk,
B AR B R — I 3R, I &3 7T I4
DNSMasq BEINIET: v DL B A — A4 MIEDL, AR E CIAHRELE . 0.
dhcp-option=option:acip-code,192.168.8.1 I )i option138 &, IP > AC 1] IP
(WA LIBCE N:  dhep-option=option:138,192.168.8.1).
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3.3.4 FEMRE

LAN Hizs
MACHE 00:0C:43:CC:2D:6E
1Pt 192.168.8.1
TR 0265.256.265.0
=E 0.0.00
EHIDNS 0.0.0.0

JRH R T MAC. 1P LK DNS %545 5.,
SHENE Fve
Bl 140961

* 192.168.8.200 2C534N02FEY < 0% |

FEWAE: R G B i ) B R

IP Huhb: J5I iGN 2 S 1P Mk,
MAC Hihb: J&I iGN 2 60 ) MAC #bdilk.
BERRR: SR S Bl R A IR R
Bl s E A b

DHCP fRE-28 =y=]
ARdnIPHhE 192 168.8.100
SERIPH 192.168.8.149
EFimEsedE 1440 435h

DHCP fr%#8: 275 )3FH DHCP %%
ABLE P Hhbk: 27 RV EC IS LG 1P ML
LW P Mk Z /i RVF TS H 1P bk,
B AL Bl & i (1) R 20 B T

G L

‘%'

FEWE: F N EN LK.

IP Huhbk: Ui 1P Hohk.

MAC Hthtk: &Pl MAC Hihl.
BN E]: 2 b AL XA 1P b R e
WHIBR: i o] LUBE DHCP R %% 2% 1 1P fR1 43 Hi .
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3.4 MLEHK

3.4.1 EpAHLhE 4D

BEhbe G
BHHMEE: 16

EPSAINE
=

2t
£
MACHM .] (X000 IK)
EHE | @R
IPHE |
TR T mw o EE

B RE . WE S E MAC Mk 17 7 i 73 C [ 52 AR 20 BT F 1P ik

3.4.2 B H

e
| 2 || mos
TEEHEER |
e 0
BfILAN IP ol oL 0.
FFEER o85| o255l o988 0
R 0. a. 0l 0
B0 LAN & WLAN ¥ |

BB HRRTARRE L.

BR i M2k 0 - 9999,

H I LAN IP: FH /AR S 0) T s % £l 110 0 2% 5 32 AL A

FRIHERD: 7R A TP Huhk (RN 20 & WX 45350 40, BN 43 & E ML 43 o

RIS WSS A A TP Mok, Fo VR 28 A 4 B E ML 2 0] FOBE &R

BO: SRS H K P HUhk 7R R R TC 2R 538 (P A TEZE 4 ) T
M CEERMD,

mHlE
0. éw 0 - WANT
92 0000 LAN & WLAN
10.30.126.20 WANT

AR . MIERE SR, WArLAA B AT s B s sh ik R
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3.4.3 MAC Hihl 5

JE BN MAC sk seFETh g, 5 250k i 2 WAN 11 MAC Hihik

MACFEEE

MACTRE e BE ) H2H

SIEWANCIMAC o0f oci 43 cci 200  oF BENAEMAIMACHH
SIS LANCIVLAN MAC 00 0C; 43] CCi 2D 6E

EIELANCRLMAC 1 _qu!: oc,  43] cci 2D 70

TEREMLNE: TR EBOE K WAN 11 MAC ik Af .
SRECHETEE PC fyHuhk: 470785 WEB & G )% /' i 1) MAC btk sS4 4,
K P LA 4 71 B R 45 1) PC 1) MAC Hbhik 3R 78 31 e % WAN I MAC ik b2

3.4.4 BB EMEH

BEMRE
BEANEE: 16

ECE -
= |

e |

Pt |

Pic B 19X 265 L 1) 38542 A AT X G 2R

3.5 TR E

351 BEXEE

BE LB INTT R BIFR RPPIRAS, FEX AT REREAT &L

FoEEFl ® BR (2
IR SSID [Alotcar] HWAGAr [00:0C43:CC:20:70]
Tttt i (AP v
e RS v

FFIEE (55ID) [Alotcer 1
FLEImE =5 v
e |20 MHz 7 |

FiESSIDI i ® B (2

TR : I3 80 CTC L TRe, WIRCHITGLIhRE, TR b JEL N fa/R AT 2
KM
T8k M 2545 3: 11b/g mixed mode, A 32 7 802.11b F1802.11g [ T2k & % : 11b only,
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HFF 802.11b MR T L % #5; 11g only, R 3FF 802.11g (1 mi# 14 % 11b/g/n mixed
mode, [FHf 52 #F 802.11b. 802.11g 1 802.11n (L ¥ %% 11n only(2.4G), % ¥F 802.11n
R e S

TRM44 (SSID): I Service Set Identification, F 515 To4k X 2% [ X 25 44 7% .
UL — DR, ER R E TN R R B T M 25 51 & .

TG : UTCEAT T AE J i AR i B 15 A A il s, Ry 1 2 13,
ARG ES), W AP 2 B3RS A BBk — N B i (I A0E

WIERE: LA EEW . @ P A 20MHz 7 58 8 7E — 2 4 s — 1> 40MHz
WSS, AT ERT R

JLR SSID | #%: I REH TR 481 SSID 5 ) J& BRI BE 1 o 2 R 2% N ) 4
REFAT SSID J#, iHENA ReEf 2K R M LLE S, HT NN ZTEL M.

¥ EHD SSID [Altcer_vap 1]

Foifbel e (881D} ;;_'!.Iotcer_vapj |
TEESSIDrT % (O =T:: -
AP IR () S (e £

AP [RES: GLFERLIT, RN EAHR: SSID % P S (8] AN AT LAAH H. 15 4] o
RLLIEFE U AN CRHRR 7 ARG sl 3 K o 2k SSID.

352 LR=EE

e B IR 2% (1 22 /T CARIS LR R AR A ) A7 L5 T

SRR SSID [Alotcer] HWAGT [00:0C:A3:CC:2D:70]

FafEst WEP v
e ® Fist (O tEEE

i) ®10203 Q4

iz | 64 bits 10 hex digits/5 ASCHl v |
ASCIHEX | ASCH ‘@ HEX

BITEE [ B
4 1

54 2

4 3

T 4 ' |

WEP (B&REZME): mEARN L 2 MERE I, KH 64 A8 128 {705 %5 1)
RC4 I Hi%, PR HEAE A 2 DL SOy AR . A o O St A8 .

FrE: WEP & —fiEF 70, @it WEP B8k N, wf DUEB RN
B 1-4, SRIG 0 RINT 4 AT E X, 4 ADSEPHET LU 2 H BN T AP,

FEEBR: WEP #1958 — iz F o5, ilid WEP %8047 %, s 2.7 OPEN
B A ] DUE A TR WEP 0% kb 1T 5000 .

HEX: +/Ni#k#ig (0~9, a~f, A~F), WEP 64 bits ¥ 10 %, WEP 128 bits N

26 NFFF.
ASCIl: E[ERHERL (F7FEK/NE), WEP 64 bits N 5 MF4F, WEP 128 bits 5 13
N 2 Sy
Y1 o

WATHE: ARRAERGENR RS T 4ls, ik,
FRA-FH 4 TUTFIHS TR A RGBT IR A K. 4 DETT LR
—, WAL AR . TR, 2 umM R BRSNS 22—
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PO SSID [Alotcer] HWAddr [00:0C:43:CC:2D:70]

FZafhsh WPAPSKMWPAZ-PSK 7 |

WPAHE TKIP+AES ¥ |

WPALETE5R 1234567890 | ¥ BRED
EEHE SR (%) 3600, (@FiA: 2600, BE: 1-99999)

WPA-PSK B WPA2-PSK B} WPA-PSK/IWPA2-PSK: WPA-PSK/ WPA2-PSK %4>3%
RILSE WPAWPA2 [)—FhfE LR A, &k T %1 WPA B, watile,
WEMW LW R, EEMWEFREH P AUNMIAEH . H WPA-PSK, WPA2-PSK F Al
.

WPA B %00 FH SRk £ 5 TR B0 He A7 In 2% i e & |k, BT TKIP.  AES.
TKIP+AES. ZRINIETTN TKIP.

TKIP: fSTH 1 128 A%, AN AR AR MEH, BA R8RSR,
G T b R e

AES: LT H TKIP B mihnss iR, K FHHE R o 20 280 ] .

WPA £ E 34, %02 WPA-PSK/WPA2-PSK [J#]44 B %47, & B E RN
8-63 /™ ASCIl 745k 8-64 A+ Nt 75,

FAEFET B RRE: ZIURE ) AL S A i R B, DR, e MEN
30, BRINKE N 86400 #b (RI 24 /).

W ARFTE N LE R A1 S Fr WPA TN 7=, B 7R SCREAh, b S K
WPA i 77 07 AT LLSE A s WPA s, A8 7 ffef B FH (1) JC 2R T L % /2 75 S FF WPA i
%, ESEHE AR . WINDOWS XP #1 WINDOWS 2000 7 %% Service Pack 3 1%
LR SR WPA s 5 30

3.5.3 BRRES

MACHHE 00:0C:43:CC:2D70
FLieE FHFER B
fash Jhidls (AP
Felis B
ssiD Alotcer
g 1 (2412 MHz)
iETE 71 mw
R 72 Mbis
HIE - 0 wia BB, WPA-PSKIWPAZ-PSK
SR TR PR S B, Al L& B T EAZT .
ZEHERER
Ak (R0 00K 7 #8
B (10 00K F #8
IR TCE A BRSO FIIRES , BRSO A I IR SCE DL SRS .

ERRAE
T:;:’E'T

SR TCE P AT FEN B 7 i R TE 2R
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3.6 VPN

3.6.1 PPTP

PPTPE FimiAli
REH 2 IFEEDNS 25
AP

=

=T

IR TREE
TEUFRTIAIE
MPPESIZ:

MTU

MRU

NAT
ERFEhnEREIP
TEEEETIERR

TESEA L

G IEAD

OF=1:I@E |

server.alotcer.com

hd

[ | ZorEs

0} 0

of 0

0} 0l

of 0

1450

1450
® BR (O 2H
) BR (@ %A
-
—

PAP [] CHAP [ MS-CHAP [ MS-CHAPYZ2

[ UGS [v] TSR, (v | 401 (] 56(i [v] 12805
Bk 1450)

(Bhih: 1450)

AR %528 1P 5% DNS & #R: PPTP iR45#8 1 1P Huhikal 2 %t B2 ¥y DNS 44 %K

R 4: PPTP JIR5 &P avr A P 4

BG: PPTP R4S 28 AT Fe VR I 7 48 X6 o 6

AR TFE PPTP IS5 2% 1) 4 MY

IR FPHERG . e PPTP R4S 2810 1 M H AL

RFBINEM L 22724 GF -SRI i SCRFIE s PAP- R4S HF PAP VI, 8%
IR CHAP—: 75 31 %5 5 S FF CHAP GIE, 3% s o il 7 32 5 o

MPPE M. 7 ) 7 2 ) B SR 0] it 52 43 MPPE, 40 SR ot AN S M Te vk i, B0 e
FRAEEHROCHRMINE, RARPRS RN 20 17/56 17/128 (7-INEAL L.

MTU: f K AE4i T 0-1500

MRU: g REECH TG 0-1500

NAT: J3 HEGEZER NAT 7958k

BT B IP: AT FIIECE fEEksiE 1Ptk

PEIMIE IR Fifh PPTP Jic B Th

k. 400-808-5829
Pdk: www.alotcer.com
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3.6.2 L2TP

L2TPE iR @ BRA () %M

[ =E= Alotcer

ARPE hd

=1 e I:l ToREE
FEELG IS (ET%) [(ermEs
L2TPRRE 2 server alotcer.com

g TR o o] o o

AR TR [ o}{ o] o] [

FRVFRIRARER [IBEHEALE [ |PAP[v]CHAP

MPPEINE [ 3T (v | it [v] 40fi [v] 56 [v] 123

MTU 1450 (BFih; 1450)

MRU 1450 (Bf1h: 1450)

NAT o BA (O ZHE

BRFILEREP () BA (@ 2

BithniELR

BRIE L FR: AHhfEiE 2

FF4: L2TP k%54 avr A P 4

B: L2TP RSS2 AT Fe VR 7 48 X6 o 0

REE D R IE TS Y

L2TP IR 455#8: L2TP MR45#% 0 1P Hhuhik- st B () DNS 445K

TREFM: L2TP R 55 45 P I BT J [ 9 4%

TREFRIHERG: L2TP JIR55 5% P I BT a8 11 9 48 5

RFBINEM L 22724 GF -SRI SCRFUIE s PAP- IR 43 FF PAP VI, %R
NN CHAP—: 75 31 % 75 S FF CHAP GIE, 3% s o il ) 7 32 5 o

MPPE M5 : 7y 7 2 i ) B SR 0] it 57 43 MPPE, 4 S0 ot AN S R M e ki, B0 i
FRAEEHROCHRMINE, RARPRSREFEN 20 17/56 17/128 (7-INEAL L.

MTU: 5 K AE4i T 0-1500

MRU: # KLY T 0-1500

NAT: J3 HEGEZER NAT %958k

PREANIETE: HoAth L2TP fC B 1

3.6.3 IPSEC

= | BRY
=t o fEE )
27 o BFE L BSH
HE0 [WaN v | Tt
FHTH | | T T
EIRATE | TR
et |
EERE: ZHHOT NEENEARIEER.
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2R FHUbRRZIER 2R, i

B RS, WHZ& R RGURNLECE BT EE BRI, R EIE R
R BAL

v O EIE P A G -

St S 0 IPARA . SRR T RS R RS s T RE . 2 TN W]

AT IPSec AHLARY T A7 IS, B40: 192.168.1.0/24; Wi R AL HiE L,
W AN ] 3 5

X% T IPSec X Uit (R4 T A 7 RS, B4: 192.168.7.0/24; Wi R AL HiE L,
3 A i) 3 5

AVARIRAF: WA bR IR, AT LR TP R

XPURARRAF: EIE X AR IR, AT DO TP R A

B EFEH: ke I,

BRNERE L

BRI (IKE)
DIEEEE  AES (256 bit) ¥ |iJFEE | MDS v| DHI  B2(1024) Y ApEER 8 UhEd
FETRER (ESP)

ESPHIE | AES (256 bi) ¥ | ESPIEEME |SHA1 | @A 8 e

W=

o S IHER IR INE (PFS)

BFDPDI v _ .
BfiEIEREE0 | (%)) A 1E 60 (30 HRHE restan v

BRECE: ARG E S — MBS S BAE B 0L 2. DPD AR B, A, K AR X
Uiig 1 Bl

IKE JH#HE: IKE BB iy 2

IKE tAFE B IKE BB 2 5k 7

IKE DH /NH: DH 22 8%,

IKE A#p B W8 IKE MAEMER, HArohESYRAL, BN 0;

ESP N . ESP (s 5

ESP 5281%: ESP 7¢I %,

ESP A A W& ESP 1Adn A, HurLLhE A, BRIAK 05

RABFEBEN: WHATH, WP R B A, B8 ER

SAEEHARMBINE: WRITH, WA PFS, &NAEH;

JaF DPD & : &5 )8 FHiZIhae, TH%RR)E

W IR (RIRG: 1 B ERAGI (DPD) I a] 7] B

ABITE [R): BB ERAGI (DPD) B A

Bl WEIEBAN R,

3.6.4 GRE

GRE (Generic Routing Encapsulation, i 2%) iR X FELe ) 245 E il (4 1P
AIPX) HIERE AR OC AT B 4%, 0TI Lo 3 BE B P SCREREAE ) — AN ES E 3L (i TP
Fi4&E %, GRE X 7 Tunnel (fFiE) FAK, & VPN (Virtual Private Network) K% = 2%
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Lo Rotcdh AR7088 ROUTER ff F -}

B L.

£ | R
FimiED |WAN ¥ |
FihiEr
b
RiiIP
FimhaEIP
THimT (R 0/24)

ZFR: PEIEMAZRREK 30 NFERF

JBH: 258 A X4ETECE Y GRE pgiE

PN P NS =N SO N MR = v

ARSI IP: Al GRE [%iE 1P Hihik

AU TR AT RS

Nt IP: % A XT3 GRE ] WAN [ 1P ik

T EEBEIE IP: XT3 [ GRE p%i IP
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